NHOOPMAIIMOHHAS ITAMATKA
IS OBYUAIOIIUXCA 1J1s1 PASMEILIEHUSA
HA O®PUIHNAJIBHBIX UHTEPHET-PECYPCAX

C xaxabpIM TOOM MOJIOACKHU B MHTEPHETE CTAHOBUTHCS OOJBIIE, a MIKOJIbHUKU
OJIHM M3 CaMbIX aKTUBHBIX Mojb30Bareneil PyHera. Mexay Tem, MOMHUMO OTrPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, UHTEPHET HECET U MPOOIeMBbl. ITa MaMsITKa JOJKHA IOMOYb
Tebe 6e30MmacHO HaXOAUTHCS B CETH.

KomnroTepHbie BUPYCHI

KoMmmbloTepHblii BUpPYC - 93TO pPa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOTpam,
OTJIMYUTEILHON OCOOEHHOCTBIO KOTOPOW SBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JOTIOJTHEHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTHIO YHUYTOXHUTH BCE
daiiibl U JaHHBIE, TOJKOHTPOJIbHBIE MOJIH30BATENI0, OT UMEHU KOTOPOTO ObLIa 3amyleHa
3apakeHHasl MporpaMma, a TaKXKe MOBPEIUTh WM JaXX€ YHUUYTOXKHUTH OINEPALMOHHYIO
CUCTEMY €O BcemH (ailamu B 1eJIOM. B OOJBIIMHCTBE CIIy4aeB pacrpoOCTPaHSIIOTCS
BUPYCHI UepEe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEAOHOCHBIX MPOTPaMM:

1. Mcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIIUE CEPLE3HBI YPOBEHb
3aIlMThI OT BPEIOHOCHBIX MPOTPamMm;

2. TlocrostHHO ycTaHaBinuBaid mauyTu (LUGpPOBBIE 3aIUIaTKH, KOTOpbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IEJBI0 JOPaOOTKM MPOTpaMMbI) W JPyrue OOHOBICHUS CBOCU
orepanmoHHON cucteMbl. CKadnBail MX TOJBKO ¢ OQUIIMATBLHOTO caifTa pa3zpaboTdmka
OC. Ecnu cymiecTByeT peskuM aBTOMaTHYECKOTO OOHOBIICHUSI, BKIIIOUH €T0;

3. PaGoraii Ha cBOeM KOMIIBIOTEPE O] IIpaBaMH MOJb30BATENs, @ HE aJMHUHHUCTPATOpA.
DTO HE MO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOIPAMM HMHCTAJUIMPOBATHCS HA TBOEM
NEePCOHATBLHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHPYCHBIE MPOTPAMMHBIE MPOIYKThl U3BECTHBIX MPOU3BOJIUTENECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GU3HYECKHIA JOCTYI K KOMITBIOTEPY JJIsl TOCTOPOHHUX JIUIL;

6. Vcnonp3yit BHEIIHUE HOCUTENTU MH(OpMAIUMK, TaKhe Kak (enika, 1uck uin Qaitn u3
WHTEPHETA, TOJBKO U3 MTPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpmiBaii KOMIBIOTEpHBIC (ailfibl, TMOTYYCHHbIE W3 HEHAJEKHBIX MCTOYHHUKOB.
Haxe Te Qaitnbl, KOTOpbIe MPHUCIAT TBOM 3HAKOMBIN. JIydlie yTOYHU y HEro, OTHPABIISIT
JIM OH TebOe uXx.

Ceru WI-FI

Wi-Fi - 570 He BUJ Nepeiaun JaHHbBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, Mapka. Ere
B 1991 romy Humepnanackas kommaHus 3apeructpupoBana Openn "WECA", dro
obOo3Hauano cinoBocoueranue "Wireless Fidelity", xoTopeiii mepeBomuTCS Kak
"GecrpoBoIHAS TOYHOCTB'.

Jlo Haiero BpeMeHHU Joluia apyras abOpeBuarypa, KOTopas sIBJSETCS TaKOW ke
TexHoyiorueil. 9to ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha
CTaHJapT BbICHIeW 3BykoBOW TexHuku Hi-Fi, uro B mepeBoge o3Hawaer "BBICOKas
TOYHOCTD'".

Ja, OecriaTHBIA HMHTEPHET-IOCTYN B Kade, OTeNsIX M a’pomnopTax sBISIeTCS
OTJINYHON BO3MOXHOCTBIO BBIXOJa B HMHTepHET. HO MHOruWe sKcmepThl CUMTAIOT, YTO
obmenocrynabie Wi-Fi cetu He sBISIOTCS 0€30MIaCHBIMH.

CoBeThl 110 6€301MacHOCTH PadOTHI B 00MIETOCTYIHBIX ceTsax Wi-fi:



1. He mepenmaBaii cBoro nuuHylo HHpopManuio depe3 obmiemoctymabie Wi-Fi cern.
PaGotast B HUX, jKeNaTeIbHO HE BBOAUTD MAPOJIU JOCTYIMA, TOTUHBI U KaKWe-TO HOMEPA;
2. Ucnonp3yit 1 OOHOBIISANM aHTUBUPYCHBIE MPOrpaMMbl B OpanaMayep. Tem cambIiM ThI
obe3onacunib cedst OT 3aKaUuKU BUpPYyca Ha TBOE YCTPOMCTBO;
3. Tlpu wucnonp3zoBannu Wi-Fi oTkmoun ¢yskmuio "OOmui moctyn k ¢daitnam u
npuntepam". JlaHHas QyHKUMS 3aKkphiTa 1O YMOJYAHUIO, OJHAKO HEKOTOpPbIE
MOJIb30BATENN AKTUBUPYIOT €€ JJIs1 y100CTBa HCIOIBb30BaHus B paboTe win yuebe;
4. He ucnonp3yit nyonuunsii WI-FI nns mepenaun nUYHBIX AaHHBIX, HApPUMED IJIS
BBIX0/Ia B COL[MAJIbHBIE CETU WU B JJIEKTPOHHYIO TIOUTY;
5. Ucnonw3yii Tonbko 3amuineHHoe coequnenue uepe3 HTTPS, a we HTTP, t.e. pu
Habope BeO-aapeca BBoM uMeHHO "https://";
6. B wmoOunpHOM Tenedone orkmoun  ¢Gyaknuio  "Tlogkiarouenne k- Wi-Fi
aBToMatuuecku'. He momyckail aBTOMAaTHMYECKOTO MOJKIIOUEHHUS! YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero coriacusi.

CouunanbHble CETH

ConuanbHble CETH aKTUBHO BXOJST B HAIly XU3Hb, MHOTHE JIIOAM pabOTalOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3apeructpupoBaH MHIIIHApP] YEIIOBEK, YTO
SIBJIIETCS. OJHOM CEIbMOM BCEX JKUTENEH IJIaHEThl. MHOTHE NOJIb30BATENN HE MOHUMAIOT,
4yto MH(OpMaIus, pa3MelleHHass UMH B COLMAJIbHBIX CETAX, MOXKET ObITh HaljeHa U
HCIIOJIb30BaHA KEM YT'OJIHO, B TOM YHCIIE HE 0053aTeIbHO ¢ OJIaruMu HaMEPEHUSIMH.

OcHOBHBIE COBETHI 1O 0€30MaCHOCTH B COLIMATBHBIX CETAX:
1. Orpanuyb cnucok napy3eil. Y TeOs B JApPYy3bAX HE JOJDKHO OBbITh CIydyalHBIX U
HE3HAKOMBIX JIFOJIEH;
2. Bammmiail CBOIO YacTHYIO XU3Hb. He ykaspiBail maponm, TenedoHBI, axpeca, HaTy
TBOETO POXJACHUS U JAPYIYyIO JIHYHYI0 WHOOPMANUIO. 3JIOYMBIIUICHHHKHA MOTYT
UCIIOJIb30BaTh Ja)kKe HMH(OpPMAIMI0 O TOM, KaK Thl M TBOM DPOJIUTENN IUIAHUPYETE
IIPOBECTH KAHUKYJIBL;
3. 3amuiaii CBOO penmyTaIuio - IEPKH €€ B YUCTOTE U 3aJlaBaii cebe BOMpPOC: XOTel Obl
ThI, YTOOBI JPYTHe MOJb30BATENIN BUEIH, YTO Thl 3arpyxaemib? [logymaii, nmpexae yem
YTO-TO OMYOJIMKOBAaTh, HAMCATH U 3arPY3UTh;
4. Ecnu Thl TOBOPUIIH C JIIOAbMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOIL3YH CBOE PEaTbHOE UM
U JIPYTYIO JIMYHYIO WH()OPMAIIMH: UMsI, MECTO JKUTEIhCTBA, MECTO yUeObl U MTPOYEE;
5. U36eraii pazmemenus ¢potorpaduii B UHTepHETE, Ie Thl N300paKeH Ha MECTHOCTH,
110 KOTOPOI MO>KHO OIIPEAEIIUTH TBOE MECTOIIOJI0KEHUE;
6. [lpu perucrparnuu B COIMAIbHONW CETH HEOOXOAMMO UCIOJIB30BaTh CIOKHBIE IMApOJIH,
cocrosie u3 OykB v IU(P U C KOJIUYECTBOM 3HAKOB HE MeHee &;
7. Jnst counanbHOM CeTH, MOYTHl U JIPYTUX CAalTOB HEOOXOIMMO HMCIOJIb30BaTh Pa3HbIE
naposid. Torga ecnu TeOsi B3J0MAlOT, TO 3J0YMBIIUIEHHUKH TOJIYy4YaT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

DIEKTPOHHBIE IEHBIU

OJEeKTPOHHbIE JEHBI'M - O3TO OYEHb YJOOHBIM CHoco0 IuIaTeked, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEKTPOHHBIE JEHbI'M MOSBWINCH COBCEM HEIABHO M MMEHHO HM3-3a JTOrO BO
MHOT'MX FOCYJIapCTBaX 10 CUX IIOP HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (QYHKITMOHHPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, T UX
pa3leNsai0T Ha HECKOJbKO BHJIOB - aHOHMMHbIE U HE aHOHMMHbIC. Pa3Huiua B TOM, 4TO
QHOHMMHBIE - 3TO Te€, B KOTOpPbIX pa3pemaercss MPOBOAUTh omnepauuu 0Oe3



UICHTU(UKAIMN TIONH30BATENsl, & B HEAHOHMMHBIX HWACHTU(UKALNSA IOJIb30BATEIs
SBIISIETCSI 00SI13aTENILHOM.

Taxke crmemyer pa3nmuyarb — ANEKTPOHHBIE — (uaTHbIe  JACHBIU  (PaBHBI
rOCYyapCTBEHHBIM BaJIOTaM) H JJEKTPOHHBbIE HeQHUAaTHbIE [JeHbIW (HE paBHBI
roCyJapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€3011aCHON PAdOTE C IIEKTPOHHBIMU JIEHbIAMHU:

1. IlpuBsku K cyeTy MOOWIBHBIA TenedoH. DTO camblil YAOOHBIH M OBICTPHIA CHIOCOO
BOCCTAHOBMTb JIOCTYI K cueTy. [IpuBsi3aHHbIN TenepoH MOMOXET, eciu 3a0yAelb CBOH
IUTATEXKHBIN I1apoJIb WM 3aiACIIb HA CAT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnionb3yit oqHOpaszoBbie naponw. [locie nmepexoa Ha YCUIICHHYIO aBTOpU3AIHIO Tebe
y’K€ He OyJIeT yrpokKaTh OIaCHOCTh KPaKU WM MepexBaTa IUIaTEeKHOTO0 MMapoJls;

3. Boibepu cnoxublii maposb. IlpectynmHukam Oyner He HPOCTO yrajiaTh CIOKHBIN
napoib. HaznexxHbple mapoiu - 3TO Iapoju, KOTOpBIE COAEPKAaT HE MEHee 8 3HAaKOB U
BKJIIOYAIOT B ceOS CTPOYHBIE M TMPOMUCHBIE OYKBBI, HU(PBHI M HECKOIBKO CHMBOJIOB,
TaKWe Kak 3HaK JAojuiapa, pyHra, BOCKIHIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JINYHBIE JJaHHBIEC HA CalTax, KOTOPBIM HE JOBEPSCIIb.

DIIeKTpOHHAs 0YTa

DNEeKTPOHHAs MOYTa - ATO TEXHOJIOTHS U IPEIOCTABIISIEMbIE €10 YCIYTH M0 MEPECHUIKE U
HOJYYCHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOpBIE pacHpeAessioTcs B KOMIIbIOTEPHOU
ceTh. OOBIYHO DJIEKTPOHHBIM MOYTOBBIM SIIUK BBIMJISIAUT CIEAYIOIUM 00pa3oM:
UMS_TI0JIb30BaTeIA(@HUMS_JoMeHa. Takke KpoMme IMepeaadyd MPOCTOro TEKCTa, MMEETCs
BO3MO’KHOCTb IlepeiaBaTh (hailiibl.

OCHOBHBIE COBETHI 0 O€30MacHON padoTe ¢ 3JIEKTPOHHON OYTOM:

1. Hamo BRIOpaTh mpaBUIBHBIA MOYTOBBIM cepBUC. B MHTEpHETE €cTh OTPOMHBIN BBIOOD
OecIIaTHBIX ITOYTOBBIX CEPBHUCOB, OJHAKO JIYYILE JIOBEPSITh TEM, KOI'O 3HAEIIb U KTO
MEPBbIM B PEUTHUHTE;

2. He yxa3piBail B 1MYHOW mouTe JMUHYI0 MH(popManuto. Hampumep, mydiie BbIOpaTh
"My3bIKanbHBINA _(panat@" uwiu "pok2013" BmecTo "temal3";

3. Ucnonp3yil IBYXATAaHYIO aBTOPHU3ALUI0. JTO KOI/a IOMUMO IApoJjs HY’KHO BBOJUTH
KO/, IPUChITIaeMblii o SMS;

4. BeiOepu COXHBIA Mapoib. JIJIsi Ka)JI0ro IMOYTOBOTO SIIIUKA JIOJDKEH OBITH CBOU
HAJICKHBIM, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecinm ecth BO3MOYKHOCTH HAIMCaThb CaMOMY CBOW JIMYHBIM BONPOC, MCIIOJIB3YH 3Ty
BO3MO>HOCTB;

6. Mcnosb3yii HECKOJIBKO IOYTOBBIX AIIMKOB. [lepBbIil 11 YacTHOW MEpenucKu ¢
azpecaTaMu, KOTOPBIM ThI JIOBEpsi€lIb. DTO JJIEKTPOHHBIN aJpec HE HAJI0 MCIOJIb30BaTh
IpU PEerucTpanuu Ha popymax U cailTax;

7. He otkpbiBail (haiiimel M Ipyrue BIOKEHHS B MUChMAax, JAXKE €CIM OHM MPUIUIA OT
TBOMX JIpy3eil. JIydiie yrouHu y HUX, OTIPABIISIIN JTX OHU TeOe 3TH (ailibl,

8. Ilocie okoHuUaHMs pabOThl HA IOYTOBOM CEpPBUCE MEpe 3aKPbITHEM BKIAJKU C CAUTOM
He 320y HaxaTh Ha "BeiidTu".

KuGepOymmmHr uinu BUPTyalbHOE N3E€BATEHCTBO

KubepOymmHr - mpecienoBaHue COOOIICHUSMH, COJEpXKAIUUMU  OCKOPOJIEeHMS,
arpeccuio, 3alyr'MBaHHE; XYJIMIaHCTBO; COLMAJIbHOE OONKOTHPOBAHHME C TIOMOILBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 OOPHOE ¢ KNOEPOYIITUHIOM:



1. He Opocaiics B 60i. Jlyummii crioco0: MOCOBETOBATLCS Kak ceOsi BECTH W, €CIIM HET
TOT0, K KOMY MO>KHO 0OpaTUThCS, TO BHa4alle yCOKOUThbesa. Eciau Thl HauHen» oTBeYaTh
OCKOpOJIEHUSIMH Ha OCKOPOJIEHMSI, TO TOJBKO €I1le OO0JIbIIE pa30ikKeIb KOH(IIUKT;

2. Yopasistii cBoell kubeppenyTaiueii;

3. AHOHUMHOCTH B ceTM MHUMas. CyIlecTBYIOT CHOCOObI BBIICHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouTt BeCcTH XyJaUTaHCKUN 00pa3 BUPTyalIbHOH KU3HU. VIHTEpHET (UKCHUPYET BCe
TBOM JICUCTBUSI U COXpaAHSET UX. Y JAIUTh UX OyAeT KpailHe 3aTpyIHUTENBHO;

5. Coburoaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyii ennaudHbIi HeraTuB. OAHOPA30BbIE OCKOPOUTEIHHBIE COOOIIECHUS Tyl
urHopupoBath. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4albHON CTaIuH;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMU COOOILEHUSIMU, B COIUATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIPABKU COOOIIEHUI C ONPEJICIICHHBIX aIPECOB;
8. Ecmm Te1 cBumerens kuOepOyswmHra. TBOM JEHCTBUS: BBICTYIUTH IPOTHB
IpecienoBarelis, MoKa3arb €My, 4YTO €ro JCHCTBUS OLICHUBAIOTCA HEraTHUBHO,
NOJIJIEPKATh KEPTBY, KOTOPOM HY)KHA MCUXOJIOTUYECKAsE TOMOIIb, COOOIIUTH B3POCIbIM
0 (hakTe arpecCUBHOTO TIOBEJICHUS B CETH.

MoOumnbHBIIi TenedoH

CoBpemenHble cMapT(OHBI M IUIAHILIETHI COJEPKAT B ceOe BIIOJIHE B3POCIBIA
byHKIIMOHAJ, U Telepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KOMIIBIOTEPAMHU.
OpnHako, CpeCTB 3alUUTHI Ul IOJOOHBIX YCTPOMCTB MOKA O4Y€Hb Mailo. TecTupoBaHue u
IIOMCK YSI3BUMOCTEH B HUX IPOMCXOJIUT HE TaK MHTeHCHUBHO, Kak 1 [IK, To ke camoe
KacaeTcsi U MOOMJIbHBIX IPUIIOKEHUH.

CoBpemMenHble MOOWIIBHBIE Opay3epbl yXe NPaKTUYECKH JOTHAJIH HACTOJBHBIC
aHaJIOTH, OJHAKO pacuIpeHne (yHKIMOHAJIa BIEYET 3a COOOW OOJBIIYIO CIOKHOCTh U
MEHBIIYIO 3aLIUIIEHHOCTb.

Jlaieko He Bce TMPOU3BOJUTENM BBIMYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIHE
KPUTHUUYECKHUE YSI3BUMOCTH JIJIsi CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI It 0€30MaCHOCTH MOOHMIIBHOTO TeseoHa:

Huyero He siBnsieTcst mo-HacTodAmeMy OecruiaTHbIM. Bys ocToposkeH, Belb Koraa
TeOe mpejIaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO IJIATHBIC
YCIIYTH;

Hymaii, pexxae dem oTnpaButb SMS, ¢hoTo uiam Buaeo. Thl TOYHO 3HACIIb, TJIE
OHM OyIyT B KOHEUHOM UTOTE?

Heo6xo01uMo 0OHOBIISITH ONIEPAIIHOHHYIO CUCTEMY TBOETO CMapTQOHa;

Wcnonb3yii aHTUBUPYCHBIE TPOTPAMMBI /1711 MOOMIIBHBIX TENEPOHOB;

He 3arpyxaii npuiaoXeHuss OT HEHU3BECTHOIO MCTOYHMKA, BEIb OHH MOTYT
COJIEpP>KaTh BPEJOHOCHOE ITPOrpaMMHOE 00€CIIEUEHUE;

[Tocite TOTO Kak THI BBIWJEIIH C CaiiTa, T/I€ BBOAMII JIMUYHYIO HHPOPMAIUIO, 32l 1
B HAaCTpoOiku Opay3epa u ynanu cookies;

[lepuoanueckn mnpoBepsil, Kakue IUIATHBIE YCIYTM AKTUBUPOBAaHbI HAa TBOEM
HOMEpE;

JlaBait cBOt HOMEp MOOMIIBHOTO TellehoHa TOJIBKO JIFOJIIM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEpsI€IlIb;

Bluetooth momxeH ObITH BBIKITIOUEH, KOTJa Thl UM HE TOJIb3yenibes. He 3a0biBait
MHOT/]a POBEPSTH 3TO.

Online urpsel



CoBpeMEHHbIE OHJIAWH-UIPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIME pPa3BIICUECHMS,
00BEIMHSAIONINE COTHHU ThHICSY YEJIOBEK 0 BCeMy MUpPY. rpoku ucciaenyroT JaHHbIA UM
MUp, OOILAIOTCS APYr C JIPYroM, BBINOJIHSIOT 3aJlaHUs, CPaKaloTCsl C MOHCTpaMu U
[OJIy4alOT OIBIT. 3a YJOBOJBCTBUE OHM IUIATAT: IOKYNAIOT JHUCK, OIJIAYMBAIOT
a0OHEMEHT WM IPUOOPEeTAOT KaKUe-TO OILUH.

Bce atu cpenctBa uayT Ha NONJEPKAHUWE M Pa3BUTHE WIPBI, a TAKXKE Ha caMy
0€30MaCHOCTh: COBEPLIEHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMHU, BBIIYCKAIOTCS HOBBIE IMATYU
(unpoBbIe 3aIATKU AJIs IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX Wrpax CTOMT omacaTrbcs HE CTOJIBKO CBOMX COINEPHHMKOB, CKOJIBKO
Kpaky TBOETO MapoJist, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIMH OOJBIINHCTBA UTP.
OcHOBHBIE COBETHI 110 OE€30MIaCHOCTH TBOETO UIPOBOT0 aKKayHTa:

1. Ecau apyroil urpok BeneT cedst II0X0 UM CO3AaeT TeOe HeNPUATHOCTH, 3a0JI0KUpYH
€ro B CIIUCKE UT'POKOB;

2. lloxanyiics aaMHHHCTpaTOpaM UIPbl Ha IIJIOXO€ IIOBEJEHUE 3TOr0 HUIPOKa,
JKEJIATEIIbHO MPUIOKUTH KaKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii 1uunHyro uHdopmaIyio B mpodaiine urpsi;

4. YBaxail Apyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeopuIaaIbHbIe TATYN U MOJBI;

6. Micnionib3yii CIIOXKHBIE U Pa3HBIE N1ApPOJIN;

7. Jlaxke BO BpeMsl WUIPbl HE CTOMT OTKJIIOYATh aHTUBUpPYC. [Ioka Thl mrpaemis, TBON
KOMIIBIOTEP MOTYT 3apa3uTh.

@UILMHT WIK KpaXka JIMYHBIX JaHHBIX

OObIYHOM Kpaxell eHer U JOKYMEHTOB CErofHs YK€ HUKOIO He YJUBHILb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOIMI 3JI0yMBIIUIEHHUKH [EPEMECTHIINCh B HHTEpPHET, U
MPOJIOJIKAIOT 3aHUMATHCA " TIOOUMBIM'" 1€JIOM.

Tak nosiBunach HOBasi yrpo3a: MHTEPHET-MOLIEHHUYECTBA WM (DUILMHT, IJIaBHAs
1eJIb KOTOPOrO0 COCTOMT B IOJYyYEHHM KOH(PHIECHUUAIbHBIX JaHHBIX MOJb30BaTENeH -
JOTHHOB U maposieil. Ha anrmmiickom si3pike phishing unraercs kak ¢ummar (ot fishing -
pbIOHAs JIOBIIA, password - mapoJn).

OcHOBHBIE COBETHI IO 0OPHOE ¢ PUITMTHTOM:

1. Cnemqn 3a cBouM akkayHTOM. Eciim Thl mojo3peBaelllb, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATH €€ M COOOIIUTHh aJMUHUCTPATOpaM pecypca
00 3TOM KaK MOYKHO CKODEe;

2. Ucnonb3yit 6e3omacHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-MAara3uHOB U MMOMCKOBBIX
CUCTEM;

3. Ucnonb3yil cinokHble U pa3Hble naposid. TakuM o0pa3oM, eciau Tedsl B3JIOMAIOT, TO
3JI0YMBILUIEHHUKH T10JIy4aT JJOCTYH TOJbKO K OJJHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3JI0MaM, TO HEOOXOAUMO MPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBiieHbl Y T€Os B IpY3bsIX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3SMOXHO, OT TBOETO UMEHU
OyzeT pacchlIaThCsl CllaM M CChUIKM Ha (DPUILMHIOBBIE CAlThI;

5. Ycranosu Hagexuslit napois (PIN) Ha MoOmiIbHBIH TenedoH;

6. OTKIIIOUN COXpaHEHHE Maposist B Opaysepe;

7. He oTkpbiBail (aiiabl U Ipyrue BIOXKEHHsI B MUCbMAax, JaXe €CJIM OHM HPUILUIA OT
TBOMX JIpy3eil. JIydie yTouHu y HUX, OTHPABIISUIN JI OHU TeOe 3TH (ailibl.

[Mudporas pemyrarus

[TudpoBas penyrauus - TO HEraTUBHAS WIM MO3UTHBHAs MH(OpPMALUSA B CETH O
tebe. Kommpomerupyromas wuHQOpManus, pa3MelIeHHass B HHTEPHETE, MOXKET



Cepbe3HBIM 00pa30M OTPa3UTHCS Ha TBoeW peanbHOM ku3HU. "Lndposas penmyramus” -
3TO TBOM UMHJIXK, KOTOPHBIH (popmupyeTcs u3 nHdopmanuu o Tedbe B UHTEPHETE.

TBoe MecTo KUTENhCTBA, y4eObl, TBOE€ (UHAHCOBOE MOJIOKEHHE, OCOOCHHOCTHU
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mOAPOCTKU JIETKOMBICICHHO OTHOCSTCS K MYOJMKauu JMYHON
uHpopmanuu B HMHTepHeTe, HE MOHUMAs BO3MOXHBIX mocieacTBuil. Tol naxe He
CMOJXEIIb JIOTaiaTbcsi O TOM, uTO (Qororpadus, pa3MenieHHas 5 JeT Hazaj, crajia
NPUYMHOM OTKa3a MPUHATH Te0s Ha paboTy.

KomMmenTapuu, pasmenienue TBoux ¢otorpaguii u apyrue AEUCTBHs MOTYT He
MCUYE3HYTh JaK€ MOCJIE TOro, KaK Thl UX yIalHIIb. bl HE 3HAEMIb, KTO COXPAHUI ITY
UH(OPMAIIHIO, TTONaJIa JIM OHA B MMOMCKOBBIE CUCTEMBI M COXPAaHWIJIACh JIH OHA, a TJIaBHOE:
4YTO MOAYMAlOT O TeOe OKpyXaroulue JOJU, KOTOpble HalayT u yBuAST 3T0. HaiiTh
UH(GOPMALIMIO MHOTO JIET CITYCTSI CMOXKET JIF0OOH - Kak U3 TOOpBIX MOOYKIESHUH, TaK U C
HaMepeHHEeM MPUYNHUTH BPed. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI O 3aIIUTE HU(POBOM penyTannu:

1. Tlogymaii, mpexxae yeM 4To-TO MyONMKOBaTh M MepenaBarth y cels B Ojore wiM B
COLIMAJILHOM CETH;

2. B Hactpoiikax npouisi ycTaHOBH OTPAHUYECHHS HA MIPOCMOTP TBOETO MPOGUIS U €To
COAEP)KUMOT0, C/IeJIail ero TOJAbKO "1 npy3eit'”;

3. He pa3memniail u He yka3biBail HHQOpMAIKIO, KOTOpas MOXKET KOT0-TMOO OCKOPOIAThH
WA OOVIKATh.

ABTOpCKOE MPaBo

CoBpemMeHHbIE HIKOJIBHUKHM - aKTUBHBIE TIOJIb30BATENN HU(PPOBOrO MPOCTPAHCTBA.
OpHako nanexko He BCe 3HAIOT, YTO MOJIH30BAHNE MHOTHMMH BO3MOXKHOCTSMHU IIH(PPOBOTO
MUpa TpedyeT coOII0IeH s TPaB Ha UHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIUIEKTyallbHas COOCTBEHHOCTH" OTHOCHUTCA K PAa3JU4YHbIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HayuHas C HOBBIX M300pETEHH W 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOJYKTBl W YCIyrd, M 3aKaH4YuBas KHUramu, (ororpadusmu,
KUHO(UIbMaMU U MY3bIKAJIIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHUE MpaBa - 3TO MpaBa Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOM3BE/ICHUS
HAYKH, JIMTEPATypbl U UCKYyCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B Ka4eCTBE T'apaHTHUU
TOTO, YTO MHTEIJUICKTYaIbHBII/TBOPUECKUAN TPy aBTOpa HE OyJeT HaIpacHBIM, TaCT eMy
CIpaBeIJIUBbIE BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOETO TpyAa, MOJIYyYUTh
U3BECTHOCTh W Mpu3HaHue. Hukto 6e3 paspenieHuss aBTopa He MOXKET BOCIPOU3BOIUTH
€ro TPOM3BEACHUE, PACHPOCTPAHATh, IYOJUYHO JIEMOHCTPHPOBATh, MPOIABATH,
UMIIOPTUPOBATh, MYCKaTh B MPOKAT, MyOJIMYHO HCIOJHATH, MMOKA3bIBATH/UCIIOIHATH B
adupe unu pasmemiars B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro" MmporpaMMHOro OOECHedYeHHs MOXKET MPUBECTU K
MHOTHM pHCKaM: OT TOTEpU JAHHBIX K TBOUM aKKayHTaMm 0 OJIOKUPOBKHA TBOETO
YCTpOICTBA, I/Ie YCTAHOBIIEHA HeJlerajibHas mporpamMma. He ctouT Taxke 3a0bIBaTh, YTO
CYILECTBYIOT JIETalbHbIE U OECIIATHBIE IPOTPAMMbI, KOTOPbIE MOXXHO HAWTH B CETH.

O noprane

CereBUYOK.p] - TBOW IIaBHBIA COBETUYMK B CETH. 3/1€Ch Thl MOXElIb y3HATh O
0€30MaCHOCTH B CETH TMOHITHBIM W JOCTYIHBIM SI3bIKOM, a NpPHU BO3HUKHOBEHUU
KPUTHYECKOW CUTYAITUU OOPAaTUTHCS 32 COBETOM. A TakyKe MPUHATH y4acTue B KOHKYpcax
¥ CTaTh CAMbIM U (PPOBBIM TPaKJaHUHOM!



